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European Court of Justice, 7 May 2009, Rotterdam
Vv Rijkeboer

PERSONA

Right of access to data and to information on the
recipients of data

e Rules limiting the storage of information on the
recipients or categories of recipient of personal data
and on the content of the data disclosed to a period
of one year and correspondingly limiting access to
that_information, while basic data is stored for a
much longer period, do not constitute a fair balance
of the in-terest and obligation at issue, unless it can
be shown that longer storage of that information
would constitute an excessive burden on the control-
ler

Article 12(a) of the Directive requires Member States
to ensure a right of access to information on the recipi-
ents or categories of recipient of personal data and on
the content of the data disclosed not only in re-spect of
the present but also in respect of the past. It is for
Member States to fix a time-limit for storage of that
information and to provide for access to that informa-
tion which constitutes a fair balance between, on the
one hand, the interest of the data subject in protecting
his privacy, in particular by way of his rights to object
and to bring legal proceedings and, on the other, the
burden which the obligation to store that information .

Source: curia.europa.eu

European Court of Justice, 7 May 2009

(A. Rosas, A. O Caoimh, J. Klu¢ka, U. Lohmus and P.
Lindh)

JUDGMENT OF THE COURT (Third Chamber)

7 May 2009 (*)

(Protection of individuals with regard to the processing
of personal data — Directive 95/46/EC — Respect for
private life — Erasure of data — Right of access to data
and to information on the recipients of data — Time-
limit on the exercise of the right to access)

In Case C-553/07,

REFERENCE for a preliminary ruling under Article
234 EC made by the Raad van State (Netherlands), by
decision of 5 December 2007, received at the Court on
12 December 2007, in the proceedings

College van burgemeester en wethouders van Rotter-
dam

\'

M.E.E. Rijkeboer,

THE COURT (Third Chamber),

composed of A. Rosas, President of the Chamber, A. O
Caoimh, J. Klucka, U. Lohmus and P. Lindh (Rappor-
teur), Judges,

Advocate General: D. Ruiz-Jarabo Colomer,

Registrar: M. Ferreira, Principal Administrator,

having regard to the written procedure and further to
the hearing on 20 November 2008,

after considering the observations submitted on behalf
of:

- the College van burgemeester en wethouders van
Rotterdam, by R. de Bree, advocaat,

- M.E.E. Rijkeboer, by W. van Bentem, juridisch
adviseur,

- the Netherlands Government, by C.M. Wissels
and C. ten Dam, acting as Agents,

- the Czech Government, by M. Smolek, acting as
Agent,

- the Greek Government, by E.-M. Mamouna and
V. Karra, acting as Agents,

- the Spanish Government, by M. Mufioz Pérez,
acting as Agent,

- the Government of the United Kingdom of Great
Britain and Northern Ireland, by Z. Bryanston-Cross
and H. Walker, acting as Agents, and by J. Stratford,
Barrister,

- the Commission of the European Communities,
by R. Troosters and C. Docksey, acting as Agents,

after hearing the Opinion of the Advocate General at
the sitting on 22 December 2008,

gives the following

Judgment

1 The reference for a preliminary ruling relates to
the interpretation of Article 12(a) of Directive
95/46/EC of the European Parliament and of the Coun-
cil of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on
the free movement of such data (OJ 1995 L 281, p. 31;
‘the Directive’).

2 This reference has been made in the context of
proceedings between Mr Rijkeboer and the College van
burgemeester en wethouders van Rotterdam (Board of
Aldermen of Rotterdam; ‘the College’) regarding the
partial refusal of the College to grant Mr Rijkeboer ac-
cess to information on the disclosure of his personal
data to third parties during the two years preceding his
request for that information.

Legal context

Community legislation

3 Recitals 2 and 10 in the preamble to the Direc-
tive, relating to fundamental rights and freedoms, state:

‘(2) Whereas data-processing systems are designed
to serve man; whereas they must, whatever the nation-
ality or residence of natural persons, respect their
fundamental rights and freedoms, notably the right to
privacy, and contribute to economic and social pro-
gress, trade expansion and the well-being of
individuals;

(10) Whereas the object of the national laws on the
processing of personal data is to protect fundamental
rights and freedoms, notably the right to privacy, which
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is recognised both in Article 8 of the European Con-
vention for the Protection of Human Rights and
Fundamental Freedoms and in the general principles of
Community law ...’

4 Pursuant to recital 25 in the preamble to the Di-
rective, the principles of protection must be reflected,
on the one hand, in the obligations imposed on persons
responsible for processing, in particular regarding data
quality, and, on the other hand, in the right conferred
on individuals, the data on whom are the subject of
processing, to be informed that processing is taking
place, to consult the data, to request corrections and
even to object to processing in certain circumstances.

5 Recital 40 in the preamble to the Directive,
which relates to the obligation to inform a data subject
when the data have not been gathered from him, states
that there will be no such obligation if the provision of
information to the data subject proves impossible or
would involve disproportionate efforts and that, in that
regard, the number of data subjects, the age of the data,
and any compensatory measures adopted may be taken
into consideration.

6 Pursuant to recital 41 in the preamble to the Di-
rective, any person must be able to exercise the right of
access to data relating to him which are being proc-
essed, in order to verify in particular the accuracy of
the data and the lawfulness of the processing.

7 Article 1, entitled ‘Object of the Directive’, reads
as follows:

‘1. Inaccordance with this Directive, Member States
shall protect the fundamental rights and freedoms of
natural persons, and in particular their right to privacy
with respect to the processing of personal data.

2. Member States shall neither restrict nor prohibit
the free flow of personal data between Member States
for reasons connected with the protection afforded un-
der paragraph 1.’

8 The concept of ‘personal data’ is defined in Arti-
cle 2(a) of the Directive as any information relating to
an identified or identifiable natural person (‘data sub-
ject’).

9 The Directive defines, in Article 2(b) thereof,
‘processing of personal data’ as:

‘any operation or set of operations which is performed
upon personal data, whether or not by automatic means,
such as collection, recording, organisation, storage, ad-
aptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise
making available, alignment or combination, blocking,
erasure or destruction’.

10 In accordance with Article 2(d) of the Directive,
the ‘controller’ is the natural or legal person, public au-
thority, agency or any other body which alone or jointly
with others determines the purposes and means of the
processing of personal data.

11 Article 2(g) of the Directive defines ‘recipient’ as
a natural or legal person, public authority, agency or
any other body to whom data are disclosed, whether a
third party or not, as defined in Article 2(f) of the Di-
rective.

12 Article 6 of the Directive sets out the principles
relating to data quality. With regard to storage, Article
6(1)(e) provides that Member States are to ensure that
personal data are ‘kept in a form which permits identi-
fication of data subjects for no longer than is necessary
for the purposes for which the data were collected or
for which they are further processed. Member States
shall lay down appropriate safeguards for personal data
stored for longer periods for historical, statistical or
scientific use’.

13 Articles 10 and 11 of the Directive set out the
information with which the controller or his representa-
tive must provide a data subject, either where data
relating to him are collected from him or where such
data have not been collected from him.

14 Article 12 of the Directive, entitled ‘Right of ac-
cess’, states as follows:

‘Member States shall guarantee every data subject the
right to obtain from the controller:

(@) without constraint, at reasonable intervals and
without excessive delay or expense:

- confirmation as to whether or not data relating to
him are being processed and information at least as to
the purposes of the processing, the categories of data
concerned, and the recipients or categories of recipients
to whom the data are disclosed,

- communication to him in an intelligible form of
the data undergoing processing and of any available
information as to their source,

- knowledge of the logic involved in any automatic
processing of data concerning him at least in the case of
the automated decisions referred to in Article 15(1);

(b)  as appropriate the rectification, erasure or block-
ing of data the processing of which does not comply
with the provisions of this Directive, in particular be-
cause of the incomplete or inaccurate nature of the
data;

(c) notification to third parties to whom the data
have been disclosed of any rectification, erasure or
blocking carried out in compliance with (b), unless this
proves impossible or involves a disproportionate ef-
fort.’

15 Article 13(1) of the Directive, entitled ‘Exemp-
tions and restrictions’, authorises Member States to
derogate, inter alia, from Articles 6 to 12 thereof, if
necessary to safeguard certain public interests, includ-
ing national security, defence, the prevention,
investigation, detection and prosecution of criminal of-
fences and other interests, namely, the protection of the
data subject or of the rights and freedoms of others.

16  Article 14 of the Directive provides that Member
States are to grant the data subject the right, on certain
grounds, to object to the processing of data relating to
him.

17 In accordance with the second subparagraph of
Article 17(1) of the Directive, Member States are to
provide that the controller must implement appropriate
technical and organisational measures which, having
regard to the state of the art and the cost of their im-
plementation, are to ensure a level of security
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appropriate to the risks represented by the processing
and the nature of the data to be protected.

18 Pursuant to Articles 22 and 23(1) of the Direc-
tive, Member States are to provide for the right of
every person to a judicial remedy for any breach of the
rights guaranteed him by the national law applicable to
the processing in question and to provide that any per-
son who has suffered damage as a result of an unlawful
processing operation or of any act incompatible with
the national provisions adopted pursuant to this Direc-
tive is entitled to receive compensation from the
controller for the damage suffered.

National legislation

19 The Directive was transposed into Netherlands
law by a general provision, the Law on the protection
of personal data (Wet bescherming persoonsgegevens).
Furthermore, certain laws were adapted in order to take
account of the Directive. Such is the case of the Law at
issue in the main proceedings, that is to say, the Law on
personal data held by local authorities (Wet gemeen-
telijke basisadministratic persoonsgegevens, Stb. 1994,
No 494; ‘the Wet GBA”).

20  Article 103(1) of the Wet GBA provides that, on
request, the College must notify a data subject in writ-
ing, within four weeks, whether data relating to him
from the local authority personal records have, in the
year preceding the request, been disclosed to a pur-
chaser or to a third party.

21 In accordance with Article 110 of the Wet GBA,
the College is to retain details of any communication of
data for one year following that communication, unless
that communication is apparent in another form in the
database.

22 Itis apparent from the written observations of the
College that the data held by the local authority in-
clude, in particular, the name, the date of birth, the
personal identity number, the social security/tax num-
ber, the local authority of registration, the address and
date of registration at the local authority, civil status,
guardianship, the custody of minors, the nationality and
residence permit of aliens.

The dispute in the main proceedings and the ques-
tion referred for a preliminary ruling

23 By letter of 26 October 2005, Mr Rijkeboer re-
quested the College to notify him of all instances in
which data relating to him from the local authority per-
sonal records had, in the two years preceding the
request, been disclosed to third parties. He wished to
know the identity of those persons and the content of
the data disclosed to them. Mr Rijkeboer, who had
moved to another municipality, wished to know in par-
ticular to whom his former address had been disclosed.
24 By decisions of 27 October and 29 November
2005, the College complied with that request only in
part by notifying him only of the data relating to the
period of one year preceding his request, by application
of Article 103(1) of the Wet GBA.

25 Communication of the data is registered and
stored in electronic form in accordance with the ‘Lo-
gisch Ontwerp GBA’ (GBA Logistical Project). This is
an automated system established by the Ministerie van

Binnenlandse Zaken en Koninkrijkrelaties (Netherlands
Ministry of the Interior and Home Affairs). It is appar-
ent from the reference for a preliminary ruling that the
data requested by Mr Rijkeboer dating from more than
one year prior to his request were automatically erased,
which accords with the provisions of Article 110 of the
Wet GBA.

26 Mr Rijkeboer lodged a complaint with the Col-
lege against the refusal to give him the information
relating to the recipients to whom data regarding him
had been disclosed during the period before the year
preceding his request. That complaint having been re-
jected by decision of 13 February 2006, Mr Rijkeboer
brought an action before the Rechtbank Rotterdam.

27  That court upheld the action, taking the view that
the restriction on the right to information on provision
of data to the year before the request, as provided for in
Article 103(1) of the Wet GBA, is at variance with Ar-
ticle 12 of the Directive. It also held that the exceptions
referred to in Article 13 of that directive are not appli-
cable.

28  The College appealed against that decision to the
Raad van State. That court finds that Article 12 of the
Directive on rights of access to data does not indicate
any time period within which it must be possible for
those rights to be exercised. In its view, that article
does not necessarily, however, preclude Member States
from imposing a time restriction in their national legis-
lation on the data subject’s right to information
concerning the recipients to whom personal data have
been provided, but the court has doubts in that regard.
29 In those circumstances the Raad van State de-
cided to stay the proceedings and to refer the following
question to the Court for a preliminary ruling:

‘Is the restriction, provided for in the [Netherlands]
Law [on local authority personal records], on the com-
munication of data to one year prior to the relevant
request compatible with Article 12(a) of [the] Directive
..., whether or not read in conjunction with Article
6(1)(e) of that directive and the principle of proportion-
ality?’

The question referred

30 It should be recalled at the outset that, under the
system of judicial cooperation established by Article
234 EC, it is for the Court of Justice to interpret provi-
sions of Community law. As far as concerns national
provisions, under that system their interpretation is a
matter for the national courts (see Case C-449/06
Gysen [2008] ECR 1-553, paragraph 17).

31 Accordingly, the question referred by the na-
tional court should be understood, essentially, as
seeking to determine whether, pursuant to the Directive
and, in particular, to Article 12(a) thereof, an individ-
ual’s right of access to information on the recipients or
categories of recipient of personal data regarding him
and on the content of the data communicated may be
limited to a period of one year preceding his request for
access.

32 That court highlights two provisions of the Di-
rective, that is to say, Article 6(1)(e) on the storage of
personal data and Article 12(a) on the right of access to
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those data. However, neither that court nor any of the
parties which submitted observations to the Court has
raised the question of the exceptions set out in Article
13 of the Directive.

33 Article 6 of the Directive deals with the quality
of the data. Article 6(1)(e) requires Member States to
ensure that personal data are kept for no longer than is
necessary for the purposes for which the data were col-
lected or for which they are further processed. The data
must therefore be erased when those purposes have
been served.

34 Article 12(a) of the Directive provides that
Member States are to guarantee data subjects a right of
access to their personal data and to information on the
recipients or categories of recipient of those data, with-
out setting a time-limit.

35 Those two articles seek, therefore, to protect the
data subject. The national court wishes to know
whether there is a link between those two articles in
that the right of access to information on the recipients
or categories of recipient of personal data and on the
content of the data disclosed could depend on the
length of time for which those data are stored.

36  The observations submitted to the Court give dif-
ferent points of view on the interaction between those
two provisions.

37  The College and the Netherlands, Czech, Spanish
and United Kingdom Governments submit that the
right of access to information on the recipients or cate-
gories of recipients referred to in Article 12(a) of the
Directive exists only in the present and not in the past.
Once the data have been erased in accordance with na-
tional legislation, the data subject can no longer have
access to them. That consequence does not run contrary
to the Directive.

38 The College and the Netherlands Government
also submit that Article 103(1) of the Wet GBA, pursu-
ant to which the local authority is to inform a data
subject, on request, of data relating to him which, in the
year preceding the request, have been disclosed to re-
cipients, goes beyond the requirements laid down in the
Directive.

39 The Commission and the Greek Government
submit that the Directive provides for a right of access
not only in the present but also for the period preceding
the request for access. However, their views diverge
with regard to the exact duration of that right of access.

40  In order to assess the scope of the right of access
which the Directive must make possible, it is appropri-
ate, first, to determine what data are covered by the
right of access and, next, to turn to the objective of Ar-
ticle 12(a) examined in the light of the purposes of the
Directive.

41 A case such as that of Mr Rijkeboer involves two
categories of data.

42 The first concerns personal data kept by the local
authority on a person, such as his name and address,
which constitute, in the present case, the basic data. It
is apparent from the oral observations submitted by the
College and the Netherlands Government that those
data may be stored for a long time. They constitute

‘personal data’ within the meaning of Article 2(a) of
the Directive, because they represent information relat-
ing to an identified or identifiable natural person (see,
to that effect, Joined Cases C-465/00, C-138/01 and
C-139/01 Osterreichischer Rundfunk and Others
[2003] ECR 1-4989, paragraph 64; Case C-101/01
Lindqvist [2003] ECR 1-12971, paragraph 24; and
Case C-524/06 Huber [2008] ECR 1-0000, paragraph
43).

43 The second category concerns information on
recipients or categories of recipient to whom those ba-
sic data are disclosed and on the content thereof and
thus relates to the processing of the basic data. In ac-
cordance with the national legislation at issue in the
main proceedings, that information is stored for only
one year.

44  The time-limit on the right of access to informa-
tion on the recipient or recipients of personal data and
on the content of the data disclosed, which is referred
to in the main proceedings, thus concerns that second
category of data.

45 In order to determine whether or not Article
12(a) of the Directive authorises such a time-limit, it is
appropriate to interpret that article having regard to its
objective examined in the light of the purposes of the
Directive.

46  Pursuant to Article 1 of the Directive, its purpose
is to protect the fundamental rights and freedoms of
natural persons, and in particular their right to privacy
with respect to the processing of personal data, and thus
to permit the free flow of personal data between Mem-
ber States.

47 The importance of protecting privacy is high-
lighted in recitals 2 and 10 in the preamble to the
Directive and emphasised in the case-law of the Court
(see, to that effect, Osterreichischer Rundfunk and Oth-
ers, paragraph 70; Lindqvist, paragraphs 97 and 99;
Case C-275/06 Promusicae [2008] ECR 1-271, para-
graph  63; and Case C-73/07 Satakunnan
Markkinaporssi and Satamedia [2008] ECR 1-0000,
paragraph 52).

48 Furthermore, as follows from recital 25 in the
preamble to the Directive, the principles of protection
must be reflected, on the one hand, in the obligations
imposed on persons responsible for processing, in par-
ticular regarding data quality — the subject-matter of
Article 6 of the Directive — and, on the other hand, in
the right conferred on individuals, the data on whom
are the subject of processing, to be informed that proc-
essing is taking place, to consult the data, to request
rectification and even to object to processing in certain
circumstances.

49  That right to privacy means that the data subject
may be certain that his personal data are processed in a
correct and lawful manner, that is to say, in particular,
that the basic data regarding him are accurate and that
they are disclosed to authorised recipients. As is stated
in recital 41 in the preamble to the Directive, in order to
carry out the necessary checks, the data subject must
have a right of access to the data relating to him which
are being processed.
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50  In that regard, Article 12(a) of the Directive pro-
vides for a right of access to basic data and to
information on the recipients or categories of recipient
to whom the data are disclosed.

51 That right of access is necessary to enable the
data subject to exercise the rights set out in Article
12(b) and (c) of the Directive, that is to say, where the
processing of his data does not comply with the provi-
sions of the Directive, the right to have the controller
rectify, erase or block his data, (paragraph (b)), or no-
tify third parties to whom the data have been disclosed
of that rectification, erasure or blocking, unless this
proves impossible or involves a disproportionate effort
(paragraph (c)).

52 That right of access is also necessary to enable
the data subject to exercise his right referred to in Arti-
cle 14 of the Directive to object to his personal data
being processed or his right of action where he suffers
damage, laid down in Articles 22 and 23 thereof.

53 With regard to the right to access to information
on the recipients or categories of recipient of personal
data and on the content of the data disclosed, the Direc-
tive does not make it clear whether that right concerns
the past and, if so, what period in the past.

54  In that regard, to ensure the practical effect of the
provisions referred to in paragraphs 51 and 52 of the
present judgment, that right must of necessity relate to
the past. If that were not the case, the data subject
would not be in a position effectively to exercise his
right to have data presumed unlawful or incorrect recti-
fied, erased or blocked or to bring legal proceedings
and obtain compensation for the damage suffered.

55 A question arises as to the scope of that right in
the past.

56  The Court has already held that the provisions of
the Directive are necessarily relatively general since it
has to be applied to a large number of very different
situations and that the Directive includes rules with a
degree of flexibility, in many instances leaving to the
Member States the task of deciding the details or
choosing between options (see Lindqvist, paragraph
83). Thus, the Court has recognised that, in many re-
spects, the Member States have some freedom of action
in implementing the Directive (see Lindqvist, para-
graph 84). That freedom, which becomes apparent with
regard to the transposition of Article 12(a) of the Direc-
tive, is not, however, unlimited.

57 The setting of a time-limit with regard to the
right to access to information on the recipients or cate-
gories of recipient of personal data and on the content
of the data disclosed must allow the data subject to ex-
ercise the different rights laid down in the Directive
and referred to in paragraphs 51 and 52 of the present
judgment.

58  The length of time the basic data are to be stored
may constitute a useful parameter without, however,
being decisive.

59 The scope of the Directive is very wide, as the
Court has already held (see Osterreichischer Rundfunk
and Others, paragraph 43, and Lindqvist, paragraph
88), and the personal data covered by the Directive are

varied. The length of time such data are to be stored,
defined in Article 6(1)(e) of the Directive according to
the purposes for which the data were collected or for
which they are further processed, can therefore differ.
Where the length of time for which basic data are to be
stored is very long, the data subject’s interest in exer-
cising the rights to object and to remedies referred to in
paragraph 57 of the present judgment may diminish in
certain cases. If, for example, the relevant recipients are
numerous or there is a high frequency of disclosure to a
more restricted number of recipients, the obligation to
keep the information on the recipients or categories of
recipient of personal data and on the content of the data
disclosed for such a long period could represent an ex-
cessive burden on the controller.

60  The Directive does not require Member States to
impose such burdens on the controller.

61 Accordingly, Article 12(c) of the Directive ex-
pressly provides for an exception to the obligation on
the controller to notify third parties to whom the data
have been disclosed of any correction, erasure or block-
ing, namely, where this proves impossible or involves a
disproportionate effort.

62 In accordance with other sections of the Direc-
tive, account may be taken of the disproportionate
nature of other possible measures. With regard to the
obligation to inform the data subject, recital 40 in the
preamble to the Directive states that the number of data
subjects and the age of the data may be taken into con-
sideration. Furthermore, in accordance with Article 17
of the Directive concerning security of processing,
Member States are to provide that the controller must
implement appropriate technical and organisational
measures which, having regard to the state of the art
and the cost of their implementation, are to ensure a
level of security appropriate to the risks represented by
the processing and the nature of the data to be pro-
tected.

63 Analogous considerations are relevant with re-
gard to the fixing of a time-limit on the right of access
to information on the recipients or categories of recipi-
ent of personal data and on the content of the data
disclosed. In addition to the considerations referred to
in paragraph 57 of the present judgment, a number of
parameters may accordingly be taken into account by
the Member States, in particular applicable provisions
of national law on time-limits for bringing an action,
the more or less sensitive nature of the basic data, the
length of time for which those data are to be stored and
the number of recipients.

64 Thus it is for the Member States to fix a time-
limit for storage of information on the recipients or
categories of recipient of personal data and on the con-
tent of the data disclosed and to provide for access to
that information which constitutes a fair balance be-
tween, on the one hand, the interest of the data subject
in protecting his privacy, in particular by way of his
rights to rectification, erasure and blocking of the data
in the event that the processing of the data does not
comply with the Directive, and rights to object and to
bring legal proceedings and, on the other, the burden
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which the obligation to store that information repre-
sents for the controller.

65 Moreover, when fixing that time-limit, it is ap-
propriate to take account also of the obligations which
following from Article 6(e) of the Directive to ensure
that personal data are kept in a form which permits
identification of data subjects for no longer than is nec-
essary for the purposes for which the data were
collected or for which they are further processed.

66 In the present case, rules limiting the storage of
information on the recipients or categories of recipient
of personal data and on the content of the data dis-
closed to a period of one year and correspondingly
limiting access to that information, while basic data is
stored for a much longer period, do not constitute a fair
balance of the interest and obligation at issue, unless it
can be shown that longer storage of that information
would constitute an excessive burden on the controller.
It is, however, for national courts to make the verifica-
tions necessary in the light of the considerations set out
in the preceding paragraphs.

67 Having regard to the foregoing considerations,
the argument of some Member States that application
of Articles 10 and 11 of the Directive renders superflu-
ous a grant in respect of the past of a right to access to
information on the recipients or categories of recipient
referred to in Article 12(a) of the Directive cannot be
accepted.

68 Articles 10 and 11 impose obligations on the
controller or his representative to inform the data sub-
ject, in certain circumstances, in particular of the
recipients or categories of recipient of the data. The
controller or his representative must communicate that
information to the data subject of their own accord, in-
ter alia when the data are collected or, if the data are
not collected directly from the data subject, when the
data are registered or, possibly, when the data are dis-
closed to a third party.

69  In that way, those provisions are intended to im-
pose obligations distinct from those which follow from
Article 12(a) of the Directive. Consequently, they in no
way reduce the obligation placed on Member States to
ensure that the controller is required to give a data sub-
ject access to the information on the recipients or
categories of recipient and on the data disclosed when
that data subject decides to exercise his right to access
conferred on him by Article 12(a). Member States must
adopt measures transposing, firstly, the provisions of
Articles 10 and 11 of the Directive on the obligation to
provide information and, secondly, those of Article
12(a) of the Directive, without it being possible for the
former to attenuate the obligations following from the
latter.

70 The answer to the question referred must there-
fore be that:

- Article 12(a) of the Directive requires Member
States to ensure a right of access to information on the
recipients or categories of recipient of personal data
and on the content of the data disclosed not only in re-
spect of the present but also in respect of the past. It is
for Member States to fix a time-limit for storage of that

information and to provide for access to that informa-
tion which constitutes a fair balance between, on the
one hand, the interest of the data subject in protecting
his privacy, in particular by way of his rights to object
and to bring legal proceedings and, on the other, the
burden which the obligation to store that information
represents for the controller.

= Rules limiting the storage of information on the
recipients or categories of recipient of personal data
and on the content of the data disclosed to a period of
one year and correspondingly limiting access to that
information, while basic data is stored for a much
longer period, do not constitute a fair balance of the in-
terest and obligation at issue, unless it can be shown
that longer storage of that information would constitute
an excessive burden on the controller. It is, however,
for national courts to make the determinations neces-
sary.

Costs

71  Since these proceedings are, for the parties to the
main proceedings, a step in the action pending before
the national court, the decision on costs is a matter for
that court. Costs incurred in submitting observations to
the Court, other than the costs of those parties, are not
recoverable.

On those grounds, the Court (Third Chamber) hereby
rules:

Article 12(a) of Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on
the protection of individuals with regard to the process-
ing of personal data and on the free movement of such
data requires Member States to ensure a right of access
to information on the recipients or categories of recipi-
ent of personal data and on the content of the data
disclosed not only in respect of the present but also in
respect of the past. It is for Member States to fix a
time-limit for storage of that information and to provide
for access to that information which constitutes a fair
balance between, on the one hand, the interest of the
data subject in protecting his privacy, in particular by
way of his rights to object and to bring legal proceed-
ings and, on the other, the burden which the obligation
to store that information represents for the controller.
Rules limiting the storage of information on the recipi-
ents or categories of recipient of personal data and on
the content of the data disclosed to a period of one year
and correspondingly limiting access to that informa-
tion, while basic data is stored for a much longer
period, do not constitute a fair balance of the interest
and obligation at issue, unless it can be shown that
longer storage of that information would constitute an
excessive burden on the controller. It is, however, for
national courts to make the determinations necessary.

OPINION OF ADVOCATE GENERAL
RUIZ-JARABO COLOMER

delivered on 22 December 2008 1(1)
Case C-553/07
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College van burgemeester en wethouders van Rotter-
dam

v

M.E.E. Rijkeboer

(Reference for a preliminary ruling from the Raad van
State (Netherlands))

(Data protection — Fundamental rights —Directive
95/46/EC — Right of access to personal data — Deletion
— Disclosure to third parties — Time-limit for exercising
the right of access — Principle of proportionality)

I — Introduction

1. The Raad van State (Council of State of the
Netherlands) has referred to the Court of Justice for a
preliminary ruling a question on the interpretation of
Articles 6 and 12 of Directive 95/46/EC on the protec-
tion of individuals with regard to the processing of
personal data and on the free movement of such data.
(2) The reference is made in a field of knotty problems,
namely, the deletion of personal information held by a
local authority which has been disclosed to third parties
and the resulting right of access to data relating to the
processing of that information.

2. As a rule, the destruction of data is a protective
act. However, it may lead to different outcomes, since,
when files are deleted, all trace of how they have been
used disappears with them. Thus, an individual who
appears to be protected may also be harmed because he
will never know how the holder of his personal data has
used them. (3)

3. With that argument as the context, the Court
must determine whether the time-limit for erasing data
acts as a temporal restriction on the right of access to
information about their processing. If so, the Court
must establish whether the period of one year is suffi-
cient and proportionate for the purposes of
safeguarding the rights set out in Directive 95/46.

Il - The facts

4. The order for reference states that Mr Rijkeboer
requested from the College van burgemeester en
wethouders van Rotterdam (Municipal Council of Rot-
terdam; ‘the College’) details, taken from the local-
authority records, of disclosure, over the preceding two
years, to third parties of information concerning him.
By decisions of 27 [October] and 29 November 2005,
the College dismissed Mr Rijkeboer’s request in part,
providing him only with details relating to the previous
year. Disagreeing with the decision of the Municipal
Council, Mr Rijkeboer lodged an administrative appeal
which, on 13 February 2006, was also dismissed.

5. The Rechtbank Rotterdam (District Court, Rot-
terdam) allowed the action which Mr Rijkeboer
brought once he had exhausted all administrative
means of redress. By judgment of 17 November 2006,
the Rechtbank Rotterdam annulled the administrative
decision refusing in part the applicant’s request and or-
dered the College to adopt a fresh decision.

6. On 28 December 2006, the College appealed to
the Chamber for Contentious Administrative Proceed-
ings of the Raad van State, which, by order of 5
December 2007, stayed the main proceedings and re-

ferred a question to the Court of Justice for a
preliminary ruling.

111 — Legislative framework

A - The relevant provisions of Community law

7. Article 6(1) and (2) EU declares that the Union
is bound by fundamental freedoms as follows:

‘Article 6

1. The Union is founded on the principles of liberty,
democracy, respect for human rights and fundamental
freedoms, and the rule of law, principles which are
common to the Member States.

2. The Union shall respect fundamental rights, as
guaranteed by the European Convention for the Protec-
tion of Human Rights and Fundamental Freedoms
signed in Rome on 4 November 1950 and as they result
from the constitutional traditions common to the Mem-
ber States, as general principles of Community law.

8. The fundamental right to privacy, as a general
principle of Community law, found legislative expres-
sion in Directive 95/46 on the protection of individuals
with regard to the processing of personal data and on
the free movement of such data. That legislation, the
provisions of which were codified in Article 8 of the
Charter of fundamental rights of the European Union,
defines the concept of ‘data’ and provides that data
must be deleted where it has undergone processing for
a period of time. Articles 2(a) and 6 of the directive use
the following wording in that regard:

‘Article 2

(a)  “personal data” shall mean any information relat-
ing to an identified or identifiable natural person (“data
subject”); an identifiable person is one who can be
identified, directly or indirectly, in particular by refer-
ence to an identification number or to one or more
factors specific to his physical, physiological, mental,
economic, cultural or social identity.

Article 6
1. Member States shall provide that personal data
must be:

() kept in a form which permits identification of
data subjects for no longer than is necessary for the
purposes for which the data were collected or for which
they are further processed. Member States shall lay
down appropriate safeguards for personal data stored
for longer periods for historical, statistical or scientific
use.’

9. To ensure transparency in the processing of data,
Articles 10 and 11 of Directive 95/46 lay down re-
quirements for the provision of information to the data
subject, which vary according to whether or not the
data was collected from the data subject. Inter alia other
obligations, the controller is responsible for the follow-
ing tasks:

‘Article 10

Information in cases of collection of data from the data
subject
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Member States shall provide that the controller or his
representative must provide a data subject from whom
data relating to himself are collected with at least the
following information, except where he already has it:
(a)  the identity of the controller and of his represen-
tative, if any;

(b)  the purposes of the processing for which the data
are intended;

(c)  any further information such as:

- the recipients or categories of recipients of the
data,

- whether replies to the questions are obligatory or
voluntary, as well as the possible consequences of fail-
ure to reply,

- the existence of the right of access to and the
right to rectify the data concerning him

in so far as such further information is necessary, hav-
ing regard to the specific circumstances in which the
data are collected, to guarantee fair processing in re-
spect of the data subject.

Article 11

Information where the data have not been obtained
from the data subject

1. Where the data have not been obtained from the
data subject, Member States shall provide that the con-
troller or his representative must at the time of
undertaking the recording of personal data or if a dis-
closure to a third party is envisaged, no later than the
time when the data are first disclosed provide the data
subject with at least the following information, except
where he already has it:

(a)  the identity of the controller and of his represen-
tative, if any;

(b)  the purposes of the processing;

(¢) any further information such as:

- the categories of data concerned,

- the recipients or categories of recipients,

- the existence of the right of access to and the
right to rectify the data concerning him

in so far as such further information is necessary, hav-
ing regard to the specific circumstances in which the
data are processed, to guarantee fair processing in re-
spect of the data subject.

10. Subjects whose data is processed may ensure
that it is used correctly by exercising the so-called
‘right of access’, the general features of which are set
out in Article 12 of Directive 95/46. The first subpara-
graph of that article is relevant for the purposes of the
present proceedings:

‘Article 12

Right of access

Member States shall guarantee every data subject the
right to obtain from the controller:

(a) without constraint at reasonable intervals and
without excessive delay or expense:

- confirmation as to whether or not data relating to
him are being processed and information at least as to
the purposes of the processing, the categories of data
concerned, and the recipients or categories of recipients
to whom the data are disclosed;

- communication to him in an intelligible form of
the data undergoing processing and of any available
information as to their source;

— knowledge of the logic involved in any automatic
processing of data concerning him at least in the case of
the automated decisions referred to in Article 15(1).

11.  Member States may restrict the obligation to de-
lete data and the right of access in the cases referred to
in Article 13 of Directive 95/46:

‘Article 13

1. Member States may adopt legislative measures to
restrict the scope of the obligations and rights provided
for in Articles 6(1), 10, 11(1), 12 and 21 when such a
restriction constitutes a necessary measures to safe-
guard:

(a) national security;

(b)  defence;

(c)  public security;

(d) the prevention, investigation, detection and
prosecution of criminal offences, or of breaches of eth-
ics for regulated professions;

(e) an important economic or financial interest of a
Member State or of the European Union, including
monetary, budgetary and taxation matters;

® a monitoring, inspection or regulatory function
connected, even occasionally, with the exercise of offi-
cial authority in cases referred to in (¢), (d) and (e);

(g)  the protection of the data subject or of the rights
and freedoms of others.

B — The relevant provisions of national law

12.  Directive 95/46 was transposed into Netherlands
law by a general provision, the Wet bescherming per-
soonsgegevens (Law on the protection of personal
data). That legislation is of secondary importance for
the purposes of these preliminary-ruling proceedings
for, at municipal level, the field is governed by a spe-
cial legal provision, the Wet gemeentelijke
basisadministratie persoonsgegevens (Law on personal
data held by local authorities). Article 103(1) sets out
the conditions subject to which an individual may ac-
cess information about the processing of his data:
‘Article 103

1. On request, the College van burgemeester en
wethouders shall notify a data subject in writing, within
four weeks, whether data relating to him held in the lo-
cal-authority data base have, in the year preceding the
request, been disclosed to a purchaser or to a third

party.

IV — The question referred for a preliminary ruling
13. On 12 December 2007 the Court of Justice en-
tered in the register the order for reference from the
Raad van State containing the following question:

‘Is the restriction, provided for in the Netherlands Law
on personal data held by local authorities, on the com-
munication of data to one year prior to the relevant
request compatible with Article 12(a) of Directive
95/46/EC of the European Parliament and of the Coun-
cil of 24 October 1995 on the protection of individuals
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with regard to the processing of personal data and on
the free movement of such data, whether or not read in
conjunction with Article 6(1)(e) of that directive and
the principle of proportionality?’

14.  Observations were lodged, within the period laid
down in Article 23 of the EC Statute of the Court of
Justice, by the College, the Netherlands, United King-
dom, Greek, Czech and Spanish Governments, and the
Commission.

15. At the hearing on 20 November 2008, oral ar-
gument was presented by the legal representatives of
the College and Mr Rijkeboer, and by the agents of the
Netherlands, Czech, Spanish and United Kingdom
Governments, and the Commission.

V — Delimitation of the question in issue

16. This case raises a number of uncertainties the
conceptual nature of which is rather complex. Essen-
tially, the referring court asks whether it is possible to
have a specific time-limit for deleting information re-
lating to the processing of personal data. When data are
deleted in accordance with Directive 95/46, the right of
access may no longer be exercised since it is not possi-
ble to request information which no longer exists.
Accordingly, the dispute concerns the restriction of a
right which is also explicitly provided for in Directive
95/46. That tension between deletion and access reveals
a conflict within the directive, on which the Court must
give a ruling.

17. It is necessary, therefore, to establish whether
data relating to processing are subject, or capable of
being subject, to the same body of provisions as per-
sonal data. It is also necessary to determine whether the
time-limit for deletion must, in any event, act as a re-
striction on the right of access. Those uncertainties
have to be resolved in a rather confused factual and leg-
islative framework, since the Raad van State has not
stated whether the time-limit laid down for the deletion
of data relating to processing is the same as or shorter
than that applicable to personal data. Accordingly, both
cases must be analysed in order to furnish the referring
court with a helpful reply.

VI - A preliminary issue: the weighing up of inter-
ests in the light of the fundamental rights of the
Union

A - The fundamental right to privacy and its de-
velopment at Community level

18.  In accordance with the provisions of its constitu-
tional charter, (4) the European Union is based on the
fundamental rights, the protection of which is overseen
by the Court of Justice. (5) After several decades of de-
velopments in case-law, beginning with the judgments
in Stauder (6) and Internationale Handelsgeselschaft,
(7) the Member States gave full force to the structural
nature of those rights with the adoption of Article F of
the Single European Act, which subsequently became
Article 6 EU. That article declares that the Union is to
respect fundamental rights, as guaranteed by the Euro-
pean Convention for the Protection of Human Rights
(‘ECHR’), (8) and as they result from the constitutional
traditions common to the Member States.

19. The right to privacy is part of those traditions.
Since the judgment in Stauder many years ago, (9) the
Court has treated the protection of privacy as one of the
general principles of Community law. Initially, the
Court did so when considering the obligation to dis-
close information, such as a name (10) or medical
details, (11) in connection with enforcement of the
right under national law (12) and Community law. (13)
Shortly afterwards, during the 1990s, the Court held
that the right applied to the fields of private life (14)
and family life. (15)

20. 1995 saw a turning-point with the adoption of
Directive 95/46 on the protection of individuals with
regard to the processing of personal data. The Court,
whose case-law in that area had, until then, been diver-
gent and delivered on a case-by-case basis, found a
more solid foundation on which to base its decisions,
since the Directive defines in detail the object, (16) the
subject-matter (17) and the remedies available to indi-
viduals when their personal data are disclosed. (18)
Recital 10 in the preamble to Directive 95/46 expresses
the purpose of the directive as an instrument for the
protection of the fundamental rights as recognised in
the ECHR and the general principles of Community
law. (19) In Osterreichischer Rundfunk, the Court held
that Directive 95/46, while its purpose is to ensure the
free movement of personal data, also plays an impor-
tant role in protecting the fundamental rights. (20)

21. In short, Directive 95/46 develops the funda-
mental right to privacy in so far as it affects the
automatic processing of personal data. (21)

22. As evidence of that codifying aim, suffice it to
note that Article 8 of the Charter of fundamental rights
of the European Union, (22) which concerns the ‘Pro-
tection of personal data’, provides for a right of access
and a right to have data processed fairly, and also
grants a right of access to data and a right to have them
rectified. Although the Charter must be applied with
caution, (23) it is difficult to ignore its provisions and
to deny that that those elements of the right form part
of the constitutional traditions common to the Member
States. (24) That view is bolstered by the facts that
more than 10 years have passed since the adoption of
Directive 95/46 and that effective harmonisation in the
field has been achieved. (25)

23. Specifically, Article 8 of the Charter refers to
two matters which have a bearing on the case before
the Court. Those matters are reflected in Articles 6 and
12 of Directive 95/46 and are, first, the obligation to
delete data within a period which does not exceed what
is necessary for fulfilling the purposes for which it was
collected (Article 6(1)(e)), and, second, the right of ac-
cess, without constraint, to information about the
recipients to whom the data have been disclosed (Arti-
cle 12(a)). As the Charter refers to those matters and
places them at the very heart of the fundamental right
to privacy, the question referred for a preliminary rul-
ing by the Raad van State calls for a weighing up of
principles and interests in order to arrive at a rational
reply which positions those provisions in the applicable
constitutional framework. (26)
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24. As a preliminary point, when describing the that information. Indeed, for the rights conferred in Ar-

keys to the interpretation of Directive 95/46, it is neces-
sary to examine the teleological element of the
provision in order to establish its principal aim.

B — The fundamental right to privacy and its in-
ternal tensions
25. This dispute does not concern two fundamental

rights but rather two sides of the same coin. Unlike the
situation in cases where there is a conflict between, for
example, the right to honour and freedom of informa-
tion or the right to privacy and the right to property, the
present dispute concerns two obligations incumbent on
the public authorities, namely, the obligation to provide
for time-limits for the deletion of files containing per-
sonal data and the obligation to guarantee the right of
access of the individuals to whom such data relate. That
special feature sets Mr Rijkeboer’s circumstances apart
from others on which the Court has ruled in the past,
such as in Lindqvist (27) and Promusicae, (28) where
the right to privacy came into conflict with the right to
freedom of religion and the right to property respec-
tively. (29) By contrast, the present case concerns a
single right with an internal conflict, which is split be-
tween two personalities so that it becomes a form of Dr
Jekyll and Mr Hyde, because, as I will demonstrate be-
low, goodness and cold, calculated cruelty live side by
side in its heart.

26. The holding of personal data by controllers is a
responsibility with a time-limit, since Directive 95/46
provides that such data may be kept for no longer than
is necessary for the purposes for which the data were
collected or for which they are further processed. That
requirement is set out in those stringent terms in Article
6, while it is left to the Member States to set the appli-
cable time-limits by reference to the sectors and
objectives which are the basis for the creation and sub-
sequent deletion of the files. Notwithstanding the
flexibility which the article allows each national sys-
tem, Article 13 of Directive 95/46 permits the adoption
of exceptions and provides that data may be kept for a
longer period than usual when required by public inter-
ests, such as national security, the fight against crime,
and scientific research.

27. The preamble to Directive 95/46 does not refer
to that fact and does not attribute greater significance to
the periods for keeping data. Therefore, only Articles 6
and 12 refer to that obligation and, in accordance with
the wide discretion which Directive 95/46 confers on
the Member States, I conclude that the matter was not
the focus of the Community legislature’s attention, as
demonstrated by a comparison of the provisions gov-
erning the matter with those governing the right of
access. (30)

28.  The right of a data subject to manipulate his per-
sonal data, and to request their rectification, erasure and
blocking, is one of the essential aspects of Directive
95/46. Recitals 38 and 40 in the preamble to the direc-
tive illustrate that view, not only because they confirm
the importance of the right of access but also because
of the link that right constitutes between the informa-
tion which the data subject has and the processing of

ticle 12 to be practicable, it is necessary to rely on a
number of fundamental principles since, otherwise, the
safeguards referred to in the article would be rendered
ineffective. Recital 41 in the preamble to the directive
expresses it with great clarity, stating that ‘any person
must be able to exercise the right of access to data re-
lating to him which are being processed, in order to
verify in particular the accuracy of the data and the
lawfulness of the processing’. The so-called ‘principles
relating to data quality’, referred to in Chapter II, Sec-
tion I of Directive 95/46, which also include the
obligation to keep data ‘for no longer than is necessary
for the purposes for which the data were collected’, are
relevant in that regard. (31) The duty to destroy data is
an integral part of the duty to process data ‘fairly and
lawfully’ and of the duty to guarantee the quality of
data so that it is adequate, relevant, not excessive and
accurate. (32)

C - Article 6 is secondary to Article 12 of Direc-
tive 95/46

29. I am aware of the difficulty involved in identify-
ing which of Articles 6 and 12 of Directive 95/46 takes
precedence. There are powerful reasons for arguing that
deletion is the key to the system laid down by Directive
95/46, under which a right of access is conferred which
enables individuals to ensure that deletion is effected.
In the same way, the right to protection is laid down in
Article 12, since access is the true subjective dimension
of the directive which, in short, enables individuals to
react in defence of their interests.

30.  That puts me in mind of the old debate about the
chicken and the egg. Which of the two came first? Is it
possible to ask that question for eternity and admit that
there will never be a solution because, as Aristotle
wrote, the two concepts are eternal realities? (33)

31. Courts do not enjoy the same freedom of
thought as the philosopher and must strive to provide a
solution, even if it is not always the soundest. Accord-
ingly, in the same way as some scientists have adopted
a position in the never-ending battle between chickens
and eggs, (34) I find I must propose a way out of the
conflict between Articles 6 and 12 of Directive 95/46.
32. From the considerations set out in points 29 to
35 of this Opinion, I conclude that, in Directive 95/46,
the obligation to delete data is secondary to the right of
access. The articles concerned confer a right which is
born when the file is created and dies when it is de-
leted. Accordingly, the erasure of personal data is
merely a moment in the life of the right of access, a
feature which is determined and justified by Article 12.
33.  Taking that view further, I am convinced that the
aim of the right of access is to ensure that a data subject
is aware of the information that is held about him. That
view may be taken even further if regard is had to the
purpose of his request. In many cases, the holder of the
right seeks to ascertain whether the processing of his
data is lawful. Directive 95/46 imposes on controllers
certain principles in carrying out their activity, while
also focusing its efforts on protective measures, includ-
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ing the right of access as a means for a data subject to
oversee and enforce observance of the law.

34. Thus, as the crux of the system of guarantees
laid down in Directive 95/46, Article 12 would be de-
void of logic if those who hold other people’s personal
data were not subject to any rules. As the Commission
rightly pointed out at the hearing, it is precisely because
there are principles relating to processing (Article 6)
that the right of access, which is a basic pillar of the
directive, exists, (35) as evidenced by Article 12 which
uses the qualification ‘without constraint’. (36) In line
with the protective purpose of Directive 95/46, which
focuses all its efforts on the protection of data subjects,
it is clear that the obligation relating to the keeping of
data is secondary to the right of access. Its solid subjec-
tive dimension and aim of safeguarding fundamental
rights (on this occasion, the right to privacy) support
that view and situate the underlying interests of Article
6 at a lower legislative level.

35. That reasoning is borne out by the scheme of
Article 8 of the Charter of fundamental rights of the
European Union, the interpretative value of which is
beyond doubt, (37) and which refers to the right of ac-
cess in its first paragraph. Paragraph 2 goes on to list
the principles applicable to data processing, but that
hierarchical order, where the right of data subjects
takes precedence over the responsibilities of those who
use personal data, is clear there too.

36.  In the light of those circumstances, and drawing
the attention of the Court to the subjective dimension of
Directive 95/46, Article 12 of which takes special
precedence over Article 6, I will now go on to analyse
the question referred by the Council of State of the
Netherlands.

VIl - Personal data and data relating to processing
37.  AsIexplain in points 16 and 17 of this Opinion,
it is appropriate to carry out a separate examination of
two hypotheses, whose application depends on the cir-
cumstances of each case, analysing the lawfulness of
the time-limit, on the one hand, where that limit is less
than that fixed for the main data and, on the other,
where the time-limit for accessing data relating to proc-
essing is the same as that for obtaining the main data.
In the first hypothesis, it has to be established whether
those separate rules of access are compatible with the
Directive, on the basis of the type of data requested. In
the second hypothesis, the difficulty arises of determin-
ing whether access is possible after deletion.

38. In order to reply comprehensively to the ques-
tion referred by the Raad van Staat, it is essential to
ascertain first of all whether the periods fixed for dele-
tion must be applied collectively to all data, including
data relating to processing, or whether a differentiation
may be made according to the type of personal data
concerned. There is a fundamental difference deriving
from the aims pursued by each type of information.

39. The Greek Government and, at the hearing, the
Czech Government have pointed out that each type of
data relates to a different purpose. It is important to ex-
plain below the advantages and disadvantages of that

reasoning, together with its consequences for the case
before the Court.

40. The destruction of personal data is designed to
protect the data subject, since the erasure of informa-
tion removes any risk of unlawful processing. There is
a certain logic to the fact that Article 6 of Directive
95/46 does not set a time-limit, because each file serves
its own purpose and, in accordance with the principle
of subsidiarity, the national legislature is better placed
to decide the period of time available to controllers be-
fore data must be destroyed. However, the erasure of
information relating to processing fulfils different ob-
jectives; it does not protect the data subject, since that
individual loses the information trail and is unable to
exercise the right of access because the data in question
are no longer held by the controller, while third parties
who have obtained the data benefit from deletion, in
that their identities and intentions have been erased.

41.  That approach highlights the conceptual difficul-
ties underlying this case. It is indeed possible to
differentiate between the deletion of personal data and
the deletion of data relating to processing. (38) The le-
gal rights affected are different as are the autonomous
functions, in respect of which Directive 95/46 lays
down separate rules. However, when taken to extremes,
that interpretation leads to undesirable consequences.
First, the difference is not covered by the wording of
Directive 95/46, since Article 6 concerns deletion of
personal data in their entirety, while Article 12, al-
though referring to a number of different types of
information, does so in order to give substance to the
right of access, rather than to provide a detailed list.
(39) Second, the right of access is designed to be exer-
cised ‘without constraint’, so having a broad meaning.
As I shall explain below, the degree of protection af-
forded to that right may be delimited according to the
circumstances, but the wording of Article 12 precludes
the existence of first- and second-class access. Third, as
the Commission, the Kingdom of Spain and the United
Kingdom pointed out at the hearing, both types of data
form a technological unit, are usually dealt with in the
same files, and their joint manipulation does not pre-
sent a particularly onerous task for controllers.

42. Accordingly, I do not believe that data relating
to processing exist separately and are governed by their
own body of legal rules. Such information concerns
personal data undergoing processing, in that it explains
the manner and the conditions in which personal data
have been manipulated, which leads me to conclude
that it is an essential part of the Community definition
of ‘personal data’ for the purposes of Article 2(a) of
Directive 95/46. In order to provide the referring court
with a helpful reply, that assertion must be qualified in
the light of the two hypotheses I describe in points 16
and 17 of this Opinion.

VIl - First hypothesis: a shorter period for the de-
letion of data relating to processing

43. The question referred by the Raad van State ap-
pears to refer to this case: Netherlands law provides
that personal data may be kept for a long time but lays
down a shorter period of one year for the deletion of
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data relating to processing. However, the order for ref-
erence does not provide details of the data in dispute in
the main proceedings, and therefore I venture to pro-
pose this initial reply by turning to the case mentioned
above.

44. For the reasons explained in paragraphs 37 and
42 of this Opinion, I take the view that Directive 95/46
does not distinguish personal data from data relating to
processing. Conscious of the difficulties of storage
which such an approach would entail, I believe that the
time-limit for deletion laid down in Article 6 of Direc-
tive 95/46 is the same for both types of data. Even
though the purpose of deletion varies according to the
data concerned, I find it difficult to envisage different
sets of provisions based on such an artificial separation,
particularly where a fundamental right is affected.

45.  As I argue in points 29 to 35 of this Opinion, the
legislation gives priority to the right of access, to which
the obligations relating to deletion are secondary. To
fulfil that objective, both personal data and data relat-
ing to processing are better protected if they are kept
for the same period.

46.  There are times when it is necessary to store per-
sonal data for long periods but such periods must be
justified in the general interest, which applies equally
to the extended storage of data relating to processing.
Where storage lasts for an unjustifiably long time, be-
cause the files are for historical, statistical or scientific
use, Directive 95/46 requires Member States to adopt
specific measures which provide for the use of such
files in accordance with the criteria which justify their
lengthy storage. (40) Accordingly, it is necessary to lay
down other measures which ensure that data subjects
are protected but which take specific account of the his-
torical and cultural uses referred to in Article 6[(1)](e)
of Directive 95/46.

47. Further, as the College states in its written ob-
servations and confirmed at the hearing, there are other
restrictions on that obligation to store data relating to
processing for the same periods as those applicable to
personal data. To my mind, the example given by the
College is conclusive as concerns the protection of in-
formation relating to third parties, which, in turn, must
also be protected under Directive 95/46, although that
does not mean that the original subject whose data were
disclosed must be left without any protection at all.
That condition implies, with regard exclusively to the
recipient’s personal data, that the original data subject
is bound by the same restrictions as any other recipient
for the purposes of Directive 95/46.

48.  Accordingly, if personal data and data relating to
processing are subject to the same time-limit for dele-
tion, there is no need to assess whether the period of
one year laid down in the Netherlands legislation is
proportionate. If the period for keeping personal data is
longer than the period laid down for data relating to
processing, the reply to the question referred for a pre-
liminary ruling would conclude here.

49. If the legal framework applicable to the case
were different, the reply to the question referred would
also be different, provided that the time-limits were the

same and the data subject requested access to informa-
tion which had already been destroyed.

IX — Second hypothesis: a common time-limit for
the deletion of both types of data

A - The wording of Article 12 of Directive 95/46
50.  The Kingdom of Spain, the Czech Republic and
the Netherlands maintain that Article 12 creates a link
between the right of access and the deletion required by
Article 6, in the light of the wording of the second sub-
paragraph of Article 12(a). That provision calls on
Member States to guarantee the right to obtain from the
controller communication in an intelligible form of the
data undergoing processing and of any available infor-
mation as to their source. The Governments concerned
conclude from that wording that Directive 95/46 re-
stricts the right of access to information which is being
processed, thereby excluding that right where a request
is made once processing has finished, in other words,
after deletion of the data. In their view, that interpreta-
tion is bolstered by a comparison of the different
linguistic versions of the provision, which vary in the
rigour with which they refer to the temporary and fixed
nature of the right.

51. That argument is unconvincing, since, although
the English-language version refers to data ‘undergoing
processing’, (41) the Spanish version is more ambigu-
ous in tone. I acknowledge that a strict interpretation of
the provision would be more consistent with the obliga-
tion to delete data laid down in Article 6. However, I
do not believe that a comparison provides any conclu-
sive guidance, especially since there are reasons, which
I shall set out below, for disregarding the grammatical
construction of Article 12. (42)

52. Nor do I agree with the contention of the King-
dom of Spain to the effect that another exception must
be applied to Article 12, in addition to the ones laid
down in Article 13 of Directive 95/46. (43) After ac-
knowledging that access 1is restricted to data
undergoing processing, the Spanish Government goes
on to argue that, in addition to the restrictions referred
to in Article 13, there is another restriction which is
tacit in nature, the tenor of which is derived from the
obligation in Article 6 of Directive 95/46. I am not per-
suaded by that argument, which gives significant
support to the view which it seeks to counter: if Article
13 lays down a set of exceptions to a broad right of ac-
cess, those exceptions must be interpreted strictly.
Since it is not appropriate to permit a wide [interpreta-
tion] of those restrictions, then the creation of new
categories would be even more unacceptable.

53.  In summary, the wording of the articles leads me
to reject a reductionist appraisal of the right of access.
Those arguments do not support the view that there is a
single time-limit, since, according to the internal hier-
archy of Directive 95/46, the right of access takes
precedence over the obligation to delete data. Thus, the
erasure of a file constitutes a restriction of access which
is lawful only when certain guarantees are fulfilled. In
other words, it is appropriate to make the exercise of
the right subject to certain conditions (for example, by
the adoption of a time-limit), provided that the data
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subject has not been protected by other means. If that
were not the case, there would be time-limits for dele-
tion which are unlawful on the grounds that they
restrict the right of access, but that does not mean that it
is necessary to differentiate between the types of in-
formation and require controllers to keep data relating
to processing forever. On the contrary, it means that the
time-limit for deletion must be extended so that access
may be guaranteed.

54.  Accordingly, it is my view that the time-limit for
deletion also constitutes a restriction of the right laid
down in Article 12 of Directive 95/46. However, that
time-limit is liable to infringe the directive where it
renders the aims pursued by the article excessively dif-
ficult.

B —  An exception to the rule: information pro-
vided to the data subject
55. For the reasons set out, I maintain that the time-

limit for deletion acts to restrict the exercise of the right
of access, although there are circumstances where an
imbalance is created between the time-limit for deletion
and the time-limit for access. By using the word imbal-
ance, | refer to the possibility of the time-limit being
proportionate for deletion but disproportionate for ac-
cess or vice-versa. I am aware of the practical
difficulties of that approach, but a similar outcome may
arise in a very specific situation, namely, where a data
subject has not been sufficiently informed of his rights.

56. That outcome is reached when, in line with the
argument put forward by the Hellenic Republic and the
Commission, there is evidence of a lack of information,
to the detriment of the data subject. To illustrate that
point, it must be recalled that Articles 10 and 11 of Di-
rective 95/46 lay down the obligation to communicate
to and require from the person concerned a number of
pieces of information and/or authorisations, including
details of any disclosure of data to third parties. That
obligation is couched in vague terms and each Member
State is afforded considerable latitude. The reply in a
case such as the one before the Court depends on the
manner in which each national legislature has imple-
mented those obligations. There is nothing to prevent
an individual who has not been informed, prior to dis-
closure, of the identity of the recipient, or of the time-
limits for exercising the right of access, from being af-
forded a higher level of protection. (44) That corollary
is compatible with the primacy which Directive 95/46
attaches to the subjective right of the individual to
whom the data relate, the restriction of which must
arise in such a way that, even where deletion has oc-
curred, the exercise of the right is guaranteed.

57. In some cases, through the application of that
doctrine, proceedings may lead to a judgment which it
is impossible to execute. If the College has destroyed
on its own initiative all data relating to Mr Rijkeboer
which are more than one year old, the applicant’s claim
is liable to be fruitless. It is clear that the Municipal
Council of Rotterdam is not in a position to give what it
no longer has. It is likely that the same difficulty affects
other national systems, albeit only for the period until
the amendment of legislation which is incompatible

with Community law. However, in the meantime, the
applicant still has one remedy at his disposal, which is
to bring an action for financial liability against the State
for an infringement of the Community provisions. In
the absence of enforcement to the full satisfaction of
the individual concerned, those provisions at least pro-
vide for financial reparation which the national courts
are involved in upholding. (45)

58. In short, the present proceedings must be re-
solved, to use the United States term, by a ‘hard look’
review of proportionality, (46) if the Raad van State
finds a lack of information in the main proceedings. In
such cases, it is essential that the time-limit for deletion
does not operate automatically as a barrier to the right
of access. The review of proportionality must be per-
formed at its highest protective level, and it would be
unlikely to endorse a time-limit as short as one year.

59. In those circumstances, I agree with those who
argue that deletion and access are elements of a single
reality and must therefore be treated as one for the pur-
pose of setting the time-limits applicable to them.
Deletion under Article 6 of Directive 95/46 covers all
aspects of information, including information about
disclosure to third parties. As a result, the time-limit for
deletion also acts, indirectly, as a time-limit restricting
the duration of the right of access. Distinguishing one
type of data from the other for the purposes of access is
tantamount to imposing a distinction which is not found
in Directive 95/46, and which, moreover, does not have
any obvious effect. (47)

60.  There are exceptions to that position when there
is a lack of transparency at the time an individual is no-
tified of his rights. In those circumstances, the time-
limit for deletion must be extended in order to preserve
the right of access.

C - The time-limit of one year and the principle of
proportionality

61. The Netherlands legislation lays down special
rules for the processing of personal data by local au-
thorities, of which, for the purposes of the present case,
attention must be drawn to the general time-limit of one
year for deletion. I have already explained the reasons
why it is appropriate to consider that period in accor-
dance with both Article 6 and Article 12 of Directive
95/46. At this juncture, it is necessary to establish
whether that time-limit is compatible with the principle
of proportionality, the applicability of which is a re-
quirement of Articles 6 and 12, since both give
substance to a fundamental right.

62. The United Kingdom, Spanish and Czech Gov-
ernments have made every endeavour to in explain the
difficulties of guaranteeing the right of access when
data have been deleted. On that premiss, those Gov-
ernments have paid little attention to the time-limit
under discussion. However, in their observations, the
Greek Government and the College examine the impli-
cations of the Netherlands time-limit in the light of
Directive 95/46 and the principle of proportionality. In
the opinion of the Greek Government and the Commis-
sion, that period is excessively short and, therefore,
incompatible with Community law. The College claims
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that the time-limit is lawful, invoking the special fea-
tures of the Netherlands system which compensates for
the shortness of the period by means of other safe-
guards designed to protect data subjects.

63. It is appropriate to offer some preliminary guid-
ance in connection with the review of the
proportionality of the national time-limit, since the
Court has examined similar time-limits on other occa-
sions. It is clear from case-law that the approach should
vary according to the context of each case, and that the
level of thoroughness of the review depends on the cir-
cumstances. (48) Where there is a possibility that
fundamental rights are affected, there must be a scrupu-
lous examination of the time-limit for the exercise of
those rights. (49) Nevertheless, that examination de-
pends on a number of factors.

64. As I argue in paragraphs 55 to 60 of this Opin-
ion, it is necessary to assess the amount of information
received by the data subject while his data are proc-
essed, and, in that regard, the following criteria may be
set out.

65.  In accordance with Articles 10 and 11 of the di-
rective, the data subject is entitled to be notified of a
number of facts, including in particular, the identity of
‘the recipients or categories of recipients of the data ...
in so far as such further information is necessary, hav-
ing regard to the specific circumstances in which the
data are collected, to guarantee fair processing’. The
two articles differentiate between information collected
from the data subject and information collected from
another source, although information about disclosure
of data to third parties must be furnished in both cases.
66. National legislatures have considerable latitude
when it comes to implementing the obligation imposed
in Articles 10 and 11, but the aim pursued by those ar-
ticles is to inform an individual that his data have been
disclosed and to provide him with the opportunity,
should he so wish, to access data relating to processing
and to ensure that processing is carried out in obser-
vance of the principles of Article 6 of Directive 95/46.
However, the information varies according to the cir-
cumstances and it is for the referring court to establish
whether Netherlands law, and the corresponding prac-
tices of the Municipal Council, observe the
requirements of Articles 10 and 11. It would be useful
to know whether Mr Rijkeboer was notified of any dis-
closure of his data and informed of the one-year period
granted to him for exercising the right of access. The
Member States are not required to communicate the
time-limit, since Articles 10 and 11 do not call upon
them to do so. (50) However, when assessing the length
of the time-limit, it is extremely important to ascertain
whether that information was communicated to the in-
dividual concerned. Otherwise, in the absence of
further information from the controller, it would be dif-
ficult to find a period as short as one year to be
compatible with the principle of proportionality and,
accordingly, with Directive 95/46.

67. Also of particular importance is the type of in-
formation disclosed, since, as the directive provides,
the information to be notified includes the identities of

the recipients and also the ‘categories of recipients’.
That second alternative means that the details provided
do not always reveal who has had access to the files
and leaves the data subject in a disadvantageous posi-
tion when exercising the right of access. It falls to the
national court to determine the extent to which Mr Ri-
jkeboer was informed of the recipients of the data and
the parameters within which that took place. When that
analysis is carried out, there must be a more stringent
review of the time-limit in cases where the identities of
third parties were not provided, since the individual to
whom the data relate may be concerned that the data
have not been processed in accordance with the princi-
ples of Article 6.

68. Finally, it is necessary to set out a number of
rules relating to the burden of proof. As the holder of a
fundamental right, Mr Rijkeboer has had to bring legal
proceedings in order to ascertain how his personal data
have been processed. (51) Compatibility with Directive
95/46 depends on a number of factors which vary ac-
cording to the circumstances and which are inherent in
national law and in the practices of the municipal au-
thority. Mr Rijkeboer has brought the proceedings in
order to assert his fundamental right but he ought not to
be obliged to prove the shortcomings of the law of his
own Member State in that connection, for the wording
of Directive 95/46 indicates, in line with the considera-
tions set out in paragraphs 29 to 35 of this Opinion, that
the right of access is paramount and any exceptions to
it must be assessed with extreme caution. Therefore,
since the subjective dimension of Community provi-
sions on data protection takes precedence, it is for the
controller to prove that the legal context of, and prac-
tices prevailing in, the processing of data provide
guarantees which justify a time-limit as short as one
year for the exercise of the right laid down in Article 12
of Directive 95/46.

69. The College has adduced some evidence in that
regard in the observations submitted in these prelimi-
nary-ruling proceedings. The national legislation
establishes a system of checks and balances (as graphi-
cally stated by the College) which harmonises the right
of access with certain safeguards, such as restrictions
on recipients, the linking of certain cases to specific
purposes, prior authorisation by the data subject, and a
monitoring system entrusted to an independent author-
ity. Further, the College contends that the data subject
is informed of the one-year time-limit both individually
and collectively (on the internet and in leaflets made
available to residents). (52)

70. I am aware of the repercussions this case may
have for controllers of data governed by the directive.
However, the overriding importance of protecting indi-
viduals leads me to conclude that the effective
manipulation of data must be compatible with the prin-
ciple of protection of rights. Accordingly, Articles 6
and 12 of Directive 95/46 must be interpreted as mean-
ing that the time-limit of one year for exercising the
right of access to data relating to processing is unlaw-
ful, if:
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- the data subject was not notified of the disclosure
of his data, or

- the data subject was notified but was not in-
formed of the length of the period fixed, or

- the data subject was notified but was not given
sufficient details about the identities of the recipients.
71. A fundamental right being at stake, the College
must prove that the national provisions and administra-
tive practices provide for an adequate level of
information to be supplied to the data subject, so that
he is able to exercise his right of access without con-
straint.

72. It is for the Raad van State to apply Articles 6
and 12 of Directive 95/46 in the light of the criteria put
forward and the legal and factual evidence adduced in
both the preliminary-ruling proceedings and the main
proceedings, as explained in paragraphs 70 and 71 of
this Opinion.

X — Conclusion

73. In the light of all of the foregoing considera-
tions, I propose that the Court of Justice should reply to
the questions referred for a preliminary ruling by the
Raad van State, declaring that:

Data relating to processing, including data concerning
disclosure to third parties, are personal data for the pur-
poses of Article 2(a) of Directive 95/46/EC of the
European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the
processing of personal data and on the free movement
of such data. In order to ensure the effectiveness of Di-
rective 95/46, the time-limit for deletion applicable to
data relating to processing is the same as that laid down
for personal data, without prejudice to the rights and
obligations which the directive confers on third parties
to whom the data is disclosed.

The time-limit of one year for exercising the right of
access to data relating to processing is incompatible
with Articles 6 and 12 of Directive 95/46 if:

- the data subject was not notified of the disclosure
of his data, or

- the data subject was notified but was not in-
formed of the length of the period fixed, or

- the data subject was notified but was not given
sufficient details about the identities of the recipients.

It is for the controller to prove that the national provi-
sions and administrative practices provide for an
adequate level of information to be supplied to the data
subject, so that he is able to exercise his right of access
without constraint.
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ber 2000 on the protection of individuals with regard to
the processing of personal data by the Community in-
stitutions and bodies and on the free movement of such
data (OJ 2001 L 8, p. 1), which lays down an obligation
to set a time-limit for keeping data, provides guidance
as to the correct interpretation of Articles 6 and 12. The
regulation is the statutory translation of Directive 95/46
in its application to the Community institutions. It is
logical that its subject-matter should be more detailed
than that of an instrument of harmonisation addressed
to the Member States. The reference to the time-limit,
set out in Articles 11 and 12 of the regulation, is not an
indication that Directive 95/46 seeks an adverse effect
or that it imposes that effect on the Member States.
Taken in the round, the silence of the Directive is
merely evidence of the organisational discretion pre-
vailing in each national legal system, which does not
amount to an acceptance of any time-limit or of its ca-
pacity to restrict the right of access.

43 — Observations of the Kingdom of Spain (paragraph
25).

44 — That interpretation of Articles 10 and 11 is fa-
voured by Bainbridge, D., EC Data Protection
Directive, Butterworths, London-Dublin-Edinburgh,
1996, p. 139.

45 — Tt is appropriate to recall that Article 23 of Direc-
tive 95/46, which concerns liability for infringement of
the provisions of the Directive, provides, in paragraph
(1): “‘Member States shall provide that any person who
has suffered damage as a result of an unlawful process-
ing operation or of any act incompatible with the
national provisions adopted pursuant to this Directive is
entitled to receive compensation from the controller for
the damage suffered.’

46 — According to that doctrine, a court carries out a
more intensive review of decisions of the public au-
thorities where there appears to be no solid foundation
justifying those decisions. The doctrine originated in
the judgment of the United States Supreme Court in
SEC v. Chenery Corp., (318 U.S. 80 (1943)), and was
subsequently developed in Citizens to Preserve Overton
Park v. Volpe (401 U.S. 402 (1971)). See also Breyer,
S.G., Stewart, R.B., Sunstein, C.R. and Vermeule, A.,
Administrative Law and Regulatory Policy, Aspen,
New York, 2006, pp. 349 to 368. On the ‘hard look’
review at Community level, in the sphere of both
Community and national law, see Craig, P., EU Admin-
istrative Law, Oxford University Press, 2006, pp. 477
to 481.

47 — Notwithstanding those technical complexities, the
United Kingdom pointed out at the hearing that its na-
tional law explicitly provides for measures which
guarantee the right of access to data relating to process-
ing, even after the deletion of personal data. However,
the agent of the United Kingdom Government did not
elaborate on that point but did assert that the practice is
exceptional in nature, and I am therefore minded to be
cautious. Furthermore, it is my view that if Directive
95/46 had provided for that situation, it would have
done so explicitly.

48 — Case 286/85 McDermott and Cotter [1987] ECR
1453, paragraph 15; Case C-208/90 Emmott [1991]
ECR 1-4269, paragraph 18; Case C-338/91 Steenhorst-
Neerings [1993] ECR 1-5475, paragraph 19; Case C-
410/92 Johnson [1994] ECR 1-5483, paragraph 26;
Case C-260/96 Spac [1998] ECR 1-4997, paragraph 32;
Joined Cases C-279/96, C-280/96 and C-281/96
Ansaldo Energia and others [1998] ECR 1-5025, para-
graphs 19 to 21; and Case C-255/00 Grundig Italiana
[2002] ECR I-8003, paragraph 37.

49 — In the following judgments, the Court ruled on the
review of national rules in the light of fundamental
Community rights: Case 5/88 Wachauf [1989] ECR
2609, paragraphs 17 to 22; Joined Cases C-20/00 and
C-64/00 Booker Aquaculture [2003] ECR 1-7411,
paragraphs 88 to 93; and Case C-144/04 Mangold
[2005] ECR 1-9981, paragraph 75.

50 — Unlike Regulation (EC) No 45/2001, Articles
11(1)(H)(ii) and 12(1)(f)(ii) of which provide that the
institutions must notify the data subject of the time-
limits for storing the data.

51 — Although Directive 95/46 is silent in that regard,
in contrast with the situation in other provisions of sec-
ondary legislation (such as Council Directive
2000/78/EC of 27 November 2000 establishing a gen-
eral framework for equal treatment in employment and
occupation (OJ 2000 L 303, p. 16)), I believe that,
when fundamental rights are in issue, any qualification
of the obligations relating to evidence must comply
with general principles of Community law.

52 — Observations of the College (paragraphs 65 to 70).
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	Article 12(a) of the Directive requires Member States to ensure a right of access to information on the recipients or categories of recipient of personal data and on the content of the data disclosed not only in re-spect of the present but also in respect of the past. It is for Member States to fix a time-limit for storage of that information and to provide for access to that informa-tion which constitutes a fair balance between, on the one hand, the interest of the data subject in protecting his privacy, in particular by way of his rights to object and to bring legal proceedings and, on the other, the burden which the obligation to store that information .

